
Vendor Due Diligence + Third-Party Risk 
Scoring Template

(Designed for RIAs to upload directly into their audit files 
or manage through Smartria)



Field Description Example

Vendor Name Legal entity providing the product/service “ABC Cloud Solutions LLCˮ

Service Description Brief summary of what the vendor provides “Secure document storage and file 
sharingˮ

Department / Owner Internal business owner responsible for vendor 
relationship “Operations – Jane Smithˮ

Data Access Level None / Limited / Confidential / Sensitive / Client PII “Sensitive – client documentsˮ

Contract Renewal Date MM/DD/YYYY “03/15/2026ˮ

Review Frequency Annual / Semi-Annual / Ongoing “Annualˮ

Section 1: Vendor Profile



Section 2: Due Diligence Questionnaire

Area Key Questions Response

Information Security Does the vendor maintain SOC 2, ISO 27001, or 
equivalent certification?

Business Continuity Does the vendor have a documented BCP/DR plan 
tested within the last 12 months?

Privacy & Data Handling How is client PII stored, encrypted, and transmitted?

Incident Management Has the vendor reported any security incidents in the 
past 12 months?

Sub-Vendor 
Management

Does the vendor use subcontractors with access to 
firm/client data?

Financial Stability Is the vendor financially solvent and insured?



Risk Area Weight Vendor Rating (1-5) Weighted Score Notes

Information Security 30% B2C2

Business Continuity 20% B3C3

Regulatory Compliance 20% B4C4

Financial Stability 10% B5C5

Data Access / Privacy 20% B6C6

Total Risk Score 100% SUMD2D6

Section 3: Risk Scoring Matrix

Scoring Key:
1  High Risk 2  Moderate-High 3  Moderate 4  Low-Moderate 5  Low



Document Attached Date Received Verified By

SOC 2 Type II or ISO 27001 Report

Cyber Liability Insurance Certificate

Business Continuity / DR Plan

Vendor Security Policy

Privacy Policy / Data Handling Statement

Most Recent Financial Statement

Attestation of No Material Incidents

Section 4: Documentation Checklist



Reviewer Role Date Attestation

Compliance Reviewer “All due diligence evidence reviewed and risk rating 
approved.ˮ

Department Owner “Vendor performance and service level satisfactory.ˮ

Executive Approval “Approved for continued engagement.ˮ

Section 5: Annual Attestation & Approval



Next Review 
Date

Trigger Events Notes / Actions

“Vendor acquisition,ˮ  “Service expansion,ˮ  “Security incident,ˮ  etc.

Section 6: Follow-Up & Monitoring


